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0RPFKBPPBP!JRPQ!MOLQB@Q!QEBFO!A>Q>!>KA!FKCLOJ>QFLK!

QB@EKLILDV!PVPQBJP&!3SBOV!@LJMRQBO!@>K!?B!

SRIKBO>?IB!QL!>QQ>@H$!>KA!QEB!@LKPBNRBK@BP!LC!PR@E!

>K!>QQ>@H!@>K!O>KDB!COLJ!PFJMIB!FK@LKSBKFBK@B!QL!

\!K>K@F>I!@>Q>PQOLMEB&!2BMBKAFKD!LK!QEB!M>OQF@RI>O!

FKARPQOV$!>KA!QEB!PFWB!>KA!P@LMB!LC!QEB!?RPFKBPP$!

@V?BO!PB@ROFQV!@>K!?B!SBOV!@LJMIF@>QBA!>KA!J>V!

OBNRFOB!PMB@F>IFWBA!BUMBOQFPB&!5LTBSBO$!BSBK!QEB!

PJ>IIBPQ!?RPFKBPP!@>K!?B!?BQQBO!MOBM>OBA&!

:Q>OQ!TFQE!QEB!CLIILTFKD!PFJMIB!PQBMP$!TEF@E!>OB!

OB@LJJBKABA!?V!<:%139;$!>!M>OQKBOPEFM!?BQTBBK!

QEB!<&!:&!2BM>OQJBKQ!LC!5LJBI>KA!:B@ROFQV!"25:#!

>KA!QEB!MR?IF@!>KA!MOFS>QB!PB@QLOP.

Use anti-virus software and keep it up-to-date.

X! /@QFS>QB!QEB!PLCQT>OB[P!>RQL%RMA>QB!CB>QROB!QL!

BKPROB!VLRO!@V?BO!PB@ROFQV!FP!>IT>VP!RM%QL%A>QB&!
Don’t open email from unknown sources.

X! =EBQEBO!QEBV!>OB!COLJ!>!HKLTK!PLRO@B!LO!

KLQ$!?B!PRPMF@FLRP!LC!RKBUMB@QBA!BJ>FIP!QE>Q!

FK@IRAB!>QQ>@EJBKQP&!

X! =EBK!FK!ALR?Q$!ABIBQB!QEB!\!IB!>KA!QEB!

>QQ>@EJBKQ$!>KA!QEBK!BJMQV!QEB!@LJMRQBO[P!

ABIBQBA!FQBJP!\!IB&!
Use hard-to-guess passwords.

X! 8>PPTLOAP!PELRIA!E>SB!>Q!IB>PQ!,!@E>O>@QBOP!

TFQE!>!JFUQROB!LC!RMMBO@>PB!>KA!ILTBO@>PB!

IBQQBOP$!>P!TBII!>P!KRJ?BOP&!

X! 1E>KDB!M>PPTLOAP!COBNRBKQIV&!

X! 2L!KLQ!DFSB!LRQ!QEB!M>PPTLOA!QL!>KVLKB&!
Protect computers from Internet intruders
by using firewalls.

X! ;EBOB!>OB!QTL!CLOJP!LC!\!OBT>IIP.!PLCQT>OB!

\!OBT>IIP!QE>Q!ORK!LK!>!MBOPLK>I!@LJMRQBO$!

>KA!E>OAT>OB!\!OBT>IIP!QE>Q!MOLQB@Q!@LJMRQBO!

KBQTLOHP$!LO!DOLRMP!LC!@LJMRQBOP&!

X! 4FOBT>IIP!HBBM!LRQ!RKT>KQBA!LO!A>KDBOLRP!

QO>C\!@$!TEFIB!>IILTFKD!>@@BMQ>?IB!A>Q>!QL!OB>@E

! >!@LJMRQBO&!

Don’t share access to computers with strangers.

X! 1EB@H!QEB!@LJMRQBO!LMBO>QFKD!PVPQBJ!QL!PBB!

FC!FQ!>IILTP!LQEBOP!QL!>@@BPP!QEB!E>OA%AOFSB&!

5>OA%AOFSB!>@@BPP!@>K!LMBK!RM!>!@LJMRQBO!

QL!FKCB@QFLK&!

X! <KIBPP!VLR!OB>IIV!KBBA!QEB!>?FIFQV!QL!PE>OB!

\!IBP$!QEB!?BPQ!?BQ!FP!QL!AL!>T>V!TFQE!FQ&!
Back up computer data.

X! 6>KV!@LJMRQBO!RPBOP!E>SB!BFQEBO!>IOB>AV!

BUMBOFBK@BA!QEB!M>FK!LC!ILPFKD!S>IR>?IB!

@LJMRQBO!A>Q>!LO!TFII!>Q!PLJB!MLFKQ!FK!QEB!

CRQROB&!0>@H!RM!A>Q>!OBDRI>OIV!>KA!@LKPFABO!

HBBMFKD!LKB!SBOPFLK!LCC%PFQB&!
Regularly download security protection
updates, known as patches.

X! 8>Q@EBP!>OB!OBIB>PBA!?V!JLPQ!J>GLO!PLCQT>OB!

@LJM>KFBP!QL!@LSBO!RM!PB@ROFQV!ELIBP!QE>Q!J>V!

ABSBILM!FK!QEBFO!MOLDO>JP&!

X! 9BDRI>OIV!ALTKIL>A!>KA!FKPQ>II!QEB!M>Q@EBP$!LO!

@EB@H!CLO!>RQLJ>QBA!M>Q@EFKD!CB>QROBP&!
Check security on a regular basis.

X! 3S>IR>QB!@LJMRQBO!PB@ROFQV!PBQQFKDP!OBDRI>OIV&!;EB!

MOLDO>JP!>KA!LMBO>QFKD!PVPQBJ!LK!>!@LJMRQBO!

E>SB!PB@ROFQV!PBQQFKDP!QE>Q!@>K!?B!>AGRPQBA&!

X! 1LKPFABO!FC!QFDEQBO!PB@ROFQV!>Q!QEB!LC\!@B$!PR@E!

>P!JRIQFMIB!ALLO!IL@HP!LO!>!EFDE%QB@E!>@@BPP!

@LKQOLI!PVPQBJ$!FP!KBBABA&!
Make sure employees know what to do if
the computer system becomes infected.

X! ;O>FK!BJMILVBBP!LK!ELT!QL!RMA>QB!SFORP!

MOLQB@QFLK!PLCQT>OB$!ELT!QL!ALTKIL>A!PB@ROFQV!

M>Q@EBP!COLJ!PLCQT>OB!SBKALOP$!>KA!ELT!QL!

@OB>QB!>!MOLMBO!M>PPTLOA&!

X! 2BPFDK>QB!>!MBOPLK!QL!@LKQ>@Q!CLO!JLOB!

FKCLOJ>QFLK!FC!QEBOB!FP!>!MOL?IBJ&!
Subscribe to the DHS’ National Cyber
Alert System.

X! ;EB!7>QFLK>I!1V?BO!/IBOQ!:VPQBJ!MOLSFABP!COBB$!

QFJBIV!>IBOQP!LK!KBT!QEOB>QP!>KA!FKCLOJ>QFLK!

LK!ELT!QL!?BQQBO!MOLQB@Q!@LJMRQBO!PVPQBJP&
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LOSS CONTROL DATA GUIDE

Improving Business Cyber Security


